SecurePIM Government

Make mobile work secure :
for government authorities [t I

Work efficiently and communicate easily
with smartphones and tablets

Government authorities, public companies and service providers
for defense industry must meet high security requirements.

The strict secrecy and GDPR guidelines require it. Working and
communicating on mobile devices could therefore not be secured
sufficiently or only at great expense. Until now.

Secure mobile working in federal,

state & local governments

Enable the secure foundation for mobile communication with
SecurePIM Government. The German Federal Office for
Information Security (BSI) has reviewed the security architecture
and even granted Approval (iOS) or Pre-Approval (Android) for
the VS-NfD system solution SecurePIM Government SDS. With
the SecurePIM app, your employees can retrieve and send
encrypted emails from anywhere, maintain calendars, edit
documents, use the Internet and intranet, as well as chat and start
phone calls.

Business messaging — fully integrated

and secure

Use GDPR compliant and encrypted chat, file sharing, voice calls
and video conferencing: SecurePIM Government offers all
important messenger functions. Thanks to integration into the
SecurePIM app, all data remains in your hands.
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SecurePIM App Modules

Mail

Team Mails

Contacts

Calendar

Notes (Exchange only)

Tasks (Exchange only)

Documents (create, edit and save)
Browser (access to intranet and web)
Secure Camera

Messenger (optional add-on module)
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Compatibility

+ Cross-platform and device-independent for
iOS and Android

+ Support for Microsoft Exchange and HCL
Domino via ActiveSync

+ File access via WebDAV

+ Synchronization with Active Directory or LDAP

Security

+ Hybrid encryption with AES, RSA and EC
+ Communication via SecurePIM Gateway
+ Full S/MIME and HCL Domino encryption


https://www.virtual-solution.com/securepim-government-sds/
https://www.virtual-solution.com/securepim-government-sds/
https://www.virtual-solution.com/
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Focus on high usability The Benefits of

Employees are allowed to use what is safe. To ensure that they SecurePIM Government

are happy to do so, SecurePIM Government offers high usability:

all relevant office functions intuitive to use —known already by Convenient for your users

your employees from native apps. + Secure mobile working with smartphone
and tablet

. . + Intuitive use without training
Free choice of devices and Everything in one productivity app

platform-independent + Use of personal devices possible thanks to
strict data separation (BYOD)

S

Reduce your operating expenses and offer more choice of
devices. SecurePIM Government works platform-independent

for i0S and Android with almost all mobile devices. The solution Less effort for your IT

supports Microsoft® Exchange and HCL Domino via ActiveSync. + Easy configuration and rollout in existing

File access is via WebDAV and synchronization with Active infrastructure

Directory or LDAP. + Management via SecurePIM Management Portal

or via existing MDM system
+ Available as on-premises or cloud solution

Only one smartphone for business and private + Can be implemented quickly and with low
With SecurePIM Government, you implement COPE and BYOD hardware costs: BYOD models

models quickly and easily. The container technology ensures + Motivated employees through simple intro-
strict separation between business and private data on one duction of COPE models

device — no more second smartphone needed.
Peace-of-mind for your compliance officers
+ Encryption of allinternalinformation for data

Please ask us for advise how to integrate SecurePIM Government into your IT infra- . .
at rest and also for data in transit

structure. Do you have to comply with legal requirements for working with classi-

fied information (VS-NfD or NATO RESTRICTED)? The SecurePIM Government SDS + Strict separation of internal and personal data
system solution is approved (Approval for iOS; Pre-Approval for Android) by the on the device
German Federal Office for Information Security (BSI). Please contact us for more . . .
) ) Y (B) + GDPR compliant with full control over internal
information.
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